
What Is At Risk?
•	 Earnest money and 

Closing funds
•	 Mortgage payoffs

•	 Closing proceeds
•	 Commissions

For more information, please contact your FNF Representative. 

HAVE YOU ADEQUATELY 
CONFIRMED WIRE INSTRUCTIONS?  

No transaction is completely safe. Assume it is 
fraudulent until proven otherwise. 

How Your Company Can Be Prepared?

•	 Encrypt your email accounts
•	 Secure databases and secure internet access
•	 Vetted vendors, platforms, and applications
•	 Documented and tested rapid response action plan
•	 Documented process for reviewing and sending outgoing payments

What Can You Do?

•	 Always call numbers or utilize an insured third-party wire fraud avoidance 
partner to verify payoffs and wire transfer instructions unless you’ve 
previously safely wired to the same account number.

•	 Have a second person review and require a secondary signer for outgoing 
wires to check information before releasing the wire.

•	 Contact the bank and all parties immediately if there is any hint of 
cybersecurity fraud or attempted wire diversion.

•	 Follow up with recipients to confirm receipt of closing funds and payoffs.

FNF Family of Company’s independent title agents are agents for the issuance of title insurance products only; these independent 
agents are not agents of the FNF Family of Company for escrow or settlement practices, including wire fraud losses.  The information 
provided does not, and is not intended to, constitute legal advice.  All information, content, and materials available on this document 
are for general informational purposes only.


